DEA, Digital Evidence Lab (SFL9)

Case #:

Case Examination Worksheet (cont.)

Completed Anti-Virus scan

Obtained CMOS / VM information

Obtained registry information (owner info, shutdown time,

etc)

Identified users / logins / passwords

Identified Internet access mode (dialup, DSL, cable)

Obtained file listing w/ properties (timeline) (last
modified/accessed/created dates and times, & hash values)

Performed negative hash

Analyzed file signatures (non-matching)

Conducted keyword search

List email addresses

Examined email and chat files

Examined voicemail and text messages (cell phones,
pagers, PDAs, efc)

Examined cell phone call history (outgoing, incoming, &
missed calls)

Examined contact/address books

Examined Internet files

Examined document and spreadsheet files (all types)

Examined financial data

Examined image and audio files

Examined compressed and link files

Examined unallocated/slack file space

Examined swap/page files

Examined deleted files and folders

Identified encryption & Steganography (files and
software)

Cracked passwords
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